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¢ Memory leakslike stack/heap exhaustion,invalid free, etc.
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* Why "Memory Safety”?

v  Memory safety errors are today's biggest attack surface for attackers

R

* "memory-unsafe" programming languages (like C/C++) are used to develop a
core of the execution environment (e.g., Windows or Linux ecosystem)

%  allowdevelopers fine-grained control of the memory addresses where their code canbe
executed.
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MEMORY SAFETY PROBLEM

Why "Memory Safety” ?

v  Memory safety errors are today's biggest attack surface for attackers

"memory-unsafe" programming languages (like C/C++) are used to develop a
core of the execution environment (e.g., Windows or Linux ecosystem)

%  allowdevelopers fine-grained control of the memory addresses where their code canbe
executed.

Memory safety bugs are very well researched...

%  “Professional exploiters” developed exploitation frameworks targeting specific software stack

Many researchers focused on automation for memory safety bug detection
without deep study of the target:

X/

** Example of that could be various code-coverage driven fuzzers
P g
12
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s Microsoft case:

R/

* In 2002, Bill Gates launched Microsoft’s ‘“Trustworthy Computing” initiative:

"...had been under fire from some of its larger customers—government agencies, financial companies
and others—about the security problems in Windows, issues that were being brought front and center
by a series of self-replicating worms and embarrassing attacks."
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s Microsoft case:

R/

* In 2002, Bill Gates launched Microsoft’s ‘“Trustworthy Computing” initiative:

"...had been under fire from some of its larger customers—government agencies, financial companies
and others—about the security problems in Windows, issues that were being brought front and center
by a series of self-replicating worms and embarrassing attacks."

/

¢ Focused on Security, Privacy, Reliability, and Business Integrity:

%  Developed Security Development Lifecycle (SDLC)
%  Created MSRC

X/

% Adopted constant fuzzing, bughunting, exploit research, etc.

s In 2019, Microsoft analyzed the last 12 years of all reported security cases...

16
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s Microsoft case:

100%
90%

80%

2006 20 2009 2012 2013 2015

Patch Year

B Memory safety B Not memory safety

https://github.com/microsoft/MSRC-Security-
Research/blob/master/presentations/2019 02 BlueHatll/2019 01%20-%20BlueHatIl.%620-
%20Trends%2C%20challenge %2C%20and %20shifts%20in %20software %20vulnerability %620mitigation.pdf
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MEMORY SAFETY PROBLEM

s Microsoft case:

Root cause of CVEs by patch year

2008 2009 2010 2011 2012 2013 2014 2015 2016

m Stack Corruption Heap Corruption Use After Free Type Confusion Uninitialized Use Heap OOB Read m Other

Research/blob/master/presentations/2019_02. BlueHatI1/2019_01%20-%20BlueHatlL%20- o
2% 20Trends % 2C%20challenae % 2C%20and % 20shifts%620in % 20software % 20vulnerability %0 20mitiagation.pdf
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MEMORY SAFETY PROBLEM

¢ Google Chrome case:

¢ Design with Security in Mind

¢ High code quality

% Constant fuzzing since 2015(!):
% By OSS-FUZZ platform:

X/

o Fuzzers: AFL, libFuzzer + tons of custom fuzzers

/7

¢  They use Google Cloud platform for fuzzing (essentially, unlimited computer power)

%  Google Chrome team itself have dedicated Chrome Security team

L)

¢ In 2020, Chrome team analyzed 912 security bugs (since 2015) with “high” and
“critical” severity rating...

19



A/

MEMORY SAFETY PROBLEM

»* Google Chrome case:

High+, impacting stable

Security-related assert

Use-after-froes

CHher

Other memory unsafety

20
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MEMORY SAFETY PROBLEM

¢ Google Chrome case:

security-related assert
* " Roughly 70% of all serious security bugs are
"Memory Safety"” bugs

" Half of that 70% are use-after-free vulnerabilities

https://www.chromium.orqg/Home/chromium-security/memorv-safet
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MEMORY SAFETY PROBLEM

Google Chrome case:

Security-related assert
* " Roughly 70% of all serious security bugs are
"Memory Safety"” bugs

| Half of that 70% are use-after-free vulnerabilities

Chromium'’s security architecture has always been designed
to assume that these bugs exist, and code is sandboxed to
stop them taking over the host machine

“(...) But we are reaching the limits of sandboxing and site
isolation.”

https://www.chromium.orqg/Home/chromium-security/memorv-safet
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MEMORY SAFETY PROBLEM

% Large study of vulnerability trends in OSS software over a decade
performed by Technical University of Darmstadt (Germany), Continental
AG and Intel Labs summarizes it as:

“(...) we find no clear evidence that the vulnerability rate of widely used
software decreases over time: Even in popular and “stable”releases,the
fixing of bugs does not seem to reduce the rate of newly identified
vulnerabilities.”

https://fileserver.tk.informatik.tu-armstadt.de/Publications/2020/alexopoulos2020TOPS.pdf

23
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MEMORY SAFETY PROBLEM
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Formal verification techniques can prove the absence 25
of memory safety and undefined behavior
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WHAT IS ADACORE/

Programming language + set of analysis tools

% The strength is in the analysis tools...

< GNATProve, GNATStack,
GNATTest, GNATEmulator

Statically provable

X/

¢  Proves that dynamic checks cannot fail

R/

s Absence of Run-Time Errors

%  Formal verification (Proofs)
Memory safe language (like RUST)

Very strong typing system (much stronger than RUST)

% No arithmetic overflows, integer overflows, etc.

Traditionally used in industries such as:

% Avionics,Railways,Defense, Auto,loT

SPARK is safety certified

Core
language
constructs
common to
Ada and
SPARK

Additional
SPARK
aspects

26



* You can compile buggy code — problems are
detected by the tools and developers might not run
them at all

* Tools are orthogonal and detect different classes of

problems - to be fully protected you must run all of
them



ADACORE - EVALUATION

General pointers’ security

Language
Type of Problem Type of Problem

Classic buffer overflow (heap / [RULGEE]E Might be limited in new Safe Improper Null Termination ALLGCLICHN  Might be limited i"_ =
stack / .bss / more) standard but still possible standard'E:Jt still
Buffer underflow Vulnerable Might be limited in new Safe - _pOSSI <
ek b il e sl NULL Pointer Dereference Vulnerable Might be safe Safe
" - —— - (references)
Out-of-bound read / write Vulnerable Might be |Im|t|.9d in n.ew Use of sizeof() on a Pointer Type Vulnerable Vulnerable
standard but still possible Incorrect Pointer Scaling Vulnerable Might be safe (smart N/A

Improper Validation of Array [ERUVLIETEL]E Might be limited in new Safe pointers) in new
Index standard but still possible standard but still
Off-by-one (over/under flow of an Vulnerable Might be limited in new Safe possible
allocated huffer) standard but still possible Use of Pointer Subtraction to [EAOILEICIEEM Might be limited in new
Incorrect Calculation of Buffer [ERURGETEL] Vulnerable Safe Determine Size standard but still
Size possible
Reliance on Data/Memory Layout [EERVIIGIETET:]( Vulnerable Safe Assignment of a Fixed Address to RIIREEEIE Vulnerable
/ Padding a Pointer
Use of Inherently or Potentially [0 Might be limited in new Safe Uncontrolled Memory Allocation BECIELE Vulnerable Vulnerable
Dangerous Function standard but still possible Return of Stack Variable Address Vulnerable Vulnerable _

. Vuinerabi vunersble IS
Improper Clearing of Heap Vulnerable Vulnerable Safe angling 0|.n ers unerave umnerave g -
Memory Before Release Type confusion Vulnerable Vulnerable Might be possible if

mixed with non-SPARK

Double Free Vulnerable Might be limited in new code
standard but still possible Double Fetch Vulnerable Vulnerable Might be possible

Vulnerable Vulnerable *if a developer mixes SPARK with other programming languages (e.g. ADA) where function/procedure
Use ninitialized Variable Vulnerable Safe has a SPARK spec and body not in SPARK, prover might make a presumption that user ensures certain
standard but still possible validation. However, user might make a mistake and if data type has discriminants (<>) depending on
Vulnerable Vulnerable non-SPARK values (e.g. ADA types), uncontrolled memory allocation is possible. Similar problem might
*if a developer mixes SPARK with other programming languages (e.g. ADA) where function/procedure exist during uncontrolled call graph flow which can dynamically pressure the stack. Nevertheless, these

has a SPARK spec and body not in SPARK, prover might make a presumption that user ensures certain problems might be detected by GNATstack tool and it is very important to not rely only on the prover.

kkyp : : . : P PO B *
validation. However, user might make a mistake and if ADA pointers (access type) was used, it is possible It is the same situation as described in “General memory corruption” point *. Not freed access type
to leak dynamically allocated memory. might generate a problematic variant known as “dangling references”. This is only possible in a non-

. . H 4
**if access type is freed, ADA zeros it. If user is not aware that memory was freed. it will always read SPARK part of the code (with SPARK spec) through incorrect uses of Unchecked_Deallocation
zero as a value. However, there might be a case that behavior/flow of the program depends on that
value.

N/A
N/A
N/A
N/A
N/A**

28



ADACORE

Classic buffer overflow (heap /
stack / .bss / more)
Buffer underflow

Out-of-bound read / write

Improper Validation of Array
Index

allocated huffer)
Size
/ Padding

Use of Inherently or Potentially
Dangerous Function
Improper Clearing of Heap

Memory Before Release
Double Free

Use After Free

Use of Uninitialized Variable

Memory Leak

Vulnerable

Vulnerable

Vulnerable

Vulnerable

Vulnerable

Vulnerable

Vulnerable

Vulnerable

Vulnerable

Vulnerable

Vulnerable
Vulnerable

Vulnerable

standard but still possible
standard but still possible
standard but still possible
standard but still possible
standard but still possible

Vulnerable
Vulnerable

Might be limited in new
standard but still possible

Vulnerable

Might be limited in new
standard but still possible

Vulnerable

Might be limited in new
standard but still possible

Vulnerable

Safe

*if a developer mixes SPARK with other programming languages (e.g. ADA) where function/procedure
has a SPARK spec and body not in SPARK, prover might make a presumption that user ensures certain
validation. However, user might make a mistake and if ADA pointers (access type) was used, it is possible

to leak dynamically allocated memory.

**if access type is freed, ADA zeros it. If user is not aware that memory was freed. it will always read
zero as a value. However, there might be a case that behavior/flow of the program depends on that

value.

- EVALUATION

General pointers’ security

https://blog.adacore.com/pointex-

based-data-structures-in-spark
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ADACORE

Arithmetic security

but in general still possible
but in general still possible
but in general still possible
Vulnerable

Vulnerable
Vuinerable

T ble

Integer Underflow Vulnerable
Integer Overflow Vulnerable
Arithmetic Overflow Vulnerable

Numeric Truncation Error Vulnerable
Signed / unsigned conversion error [RYIIEE[E
Divide by zero Vulnerable

Use of Vulnerable
Format String

Missing Default Case in Switch
Statement

Assigning instead of Comparing
and Otherwise
Function Call

Arguments

Externally-Controlled Might be limited but in Safe
general still possible

Vulnerable

Vulnerable Vulnerable

with  Incorrect [RYIIGEELIE Vulnerable

- EVALUATION

Parallel execution security

Might be limited*

Might be possible**

Might be limited*

Might be limited*
Might be possible**

Vulnerable Vulnerable

n
Unsafe Function Call from a
Signal Handler
Race Condition
Statement

Untrusted Method
Improper Cleanup on Thrown
Exception
*Might be limited by “protected objects” and appropriate modeled in Ravenscar
**Might be possible if function call (or method) is coming to the language which is not trusted/secured
***In generic case SPARK won’t be able to help unless developer write specific contracts that reflected

requirements (in this case “cleanup” requirement). But if the requirement was indeed modeled, then
SPARK prover will catch an implementation mistake

Vulnerable Vulnerable

Vulnerable Vulnerable

in  Switch() IRYOGEELE Vulnerable
Vulnerable

Vulnerable

Vulnerable
Vulnerable

Vulnerable***

Vulnerable Vulnerable

e
Vulnerable Vulnerable Vulnerable
Vulnerable Vulnerable Vulnerable
Vulnerable Vulnerable Vulnerable
Vulnerable Vulnerable Vulnerable
Rely on the behavior from the non- [V 15161 Vulnerable Vulnerable
SPARK code which can be badly 30
design / implemented*
Vulnerable Vulnerable Vulnerable
Vulnerable Vulnerable Vulnerable
Multiple threads stack collision* Vulnerable Vulnerable Vulnerable




ADACORE/ - EVALUATION

/

** Recap:

** You can compile buggy code — problems are detected by the tools and
developers might not run them at all

% Tools are orthogonal and detect different classes of problems — to be fully
protected you must run all of them

** Most of the potential security issues might be:

% Inthe design

/7

* Logical errors

&

¢ Bugs can be introduced by the compiler itself as well

31
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ADACORE/SPARK VS C/C++/...

A/

/7

/7

*» Everything sounds compelling but...

¢ Briefly about NVIDIA Offensive Security Research:

The main goal is to work as a "3rd party" independent and unbiased
security team providing critical services

Proactively find security problems (known and unknown) before external
researchersdo

Identify new, novel and so far, unknown attack techniques

More...
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ADACORE/SPARK VS C/C++/...

*» Everything sounds compelling but...

/7

*» Briefly about NVIDIA Offensive Security Research:

** The main goalis to work as a "3rd party" independent and unbiased
security team providing critical services

% Proactively find security problems (known and unknown) before external
researchersdo

s Identify new, novel and so far, unknown attack techniques

s More...

A/

' Some stats:

/

* Since 2020 we’ve reviewed 17 high-impact projects
% Memory unsafe language: 10
% SPARK (4 in total):
s  FullyinSPARK: 2
%  SPARK as execution environment (and security enforcer): 2

% Other: 3

35
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*» Everything sounds compelling but...

/7

¢ Briefly about NVIDIA Offensive Security Research:

** The main goalis to work as a "3rd party" independent and unbiased
security team providing critical services

% Proactively find security problems (known and unknown) before external
researchersdo

s Identify new, novel and so far, unknown attack techniques

s More...

A/

' Some stats:

ve’ve reviewed 1

s Since 2020 v _'Qmmpact projects

o Memog/ér unsafe language: 10

%  SPARK (4 in total): |
< FullyinSPARK: 2

. onment (and security enforcer): 2

o SPA,X as executionenr

% Other: 3
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ADACORE/ SPARK‘ VS C/C++/...

<+ How to compare \a> to .\ not to

% Raw data:

/7

** Memory unsafe language:

Timeframe | Total bugs % of Mem Safety | Type
Project 1 5 weeks 37 (H:15/1/:8/ 1.:14) . Virtualization component
Project 2 4 weeks 271 (H:3/ :1/1.:17) RoT SW
Project 3 4 weeks 17 (H:9/ Vi:71/1:1) . Boot Control SW (NOT NVIDIA)
Project 4 3 weeks 45 (H:3/ :23/1:19) . OS-like SW
Project5 2 weeks 26 (H:13/1/:11/ L:2) . System Control SW (NOT NVIDIA)
Project6 < 2 weeks 13 (H:2/ :9/1.:2) . Resource Management FW / SW
s SPARK:
Timeframe Total bugs SPARK only? | % of Mem Safety | Type

Project 1 Focused of HW modeling — Out Of Scope
Project 2 6 weeks 10 (H:4/ :4/1:2) No OS-like SW

Project 3 5 weeks 28 (H:9/ 1/:6/1.:13) No . RoT + Resource
(Hybrid) Management SW

Project 4 3-4 weeks 5H:2/ :2/1:1) Yes BootSW
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Project 4 3 weeks 45 (H:3/ :23/1:19) . OS-like SW
Project5 2 weeks 26 (H:13/1/:11/ L:2) . System Control SW (NOT NVIDIA)
Project6 < 2 weeks 13 (H:2/ :9/1.:2) . Resource Management FW / SW
s SPARK:
Timeframe Total bugs SPARK only? | % of Mem Safety | Type

Project 1 Focused of HW modeling — Out Of Scope
Project 2 6 weeks 10 (H:4/ :4/1:2) No OS-like SW

Project 3 5 weeks 28 (H:9/ 1/:6/1.:13) No . RoT + Resource
(Hybrid) Management SW

Project 4 3-4 weeks 5 H:2/ :2/1:1) Yes Boot SW
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<+ How to compare \a> to .\ not to

% Raw data:

** Memory unsafe language:

Timeframe | Total bugs % of Mem Safety | Type
Project 1 5 weeks 37 (H:15/1/:8/1:14) 66.7% Virtualization component
Project 2 4 weeks 271 (H:3/ :1/1.:17) 44% RoT SW
Project 3 @{:9 /iT/1e)  64.1% Boot Control SW (NOT NVIDIA)
Project 4 3 weeks 45 (H:3/ :23/1:19) 52.2% OS-like SW
Project5 2 weeks 26 (H:13/1/:11/1:2) 26.9% System Control SW (NOT NVIDIA)
Project6 < 2 weeks 13 (H:2/ :9/1.:2) 57.1% Resource Management FW / SW
s SPARK:
Timeframe Total bugs SPARK only? | % of Mem Safety | Type

Project 1 Focused of HW modeling — Out Of Scope
Project 2 6 weeks 10 (H:4/ :4/1:2) No OS-like SW

Project 3 5 weeks 28 (H:9/ 1/:6/1.:13) No . RoT + Resource
(Hybrid) Management SW

Project 4 5 2/ 11 Yes Boot SW
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Project 2 27 (H:3/ :1/1:17) RoT SW
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<+ How to compare \a> to .\ not to

% Raw data:

/7

** Memory unsafe language:

Timeframe | Total bugs % of Mem Safety | Type
Project 1 5 weeks 37 (H:15/1/:8/ 1.:14) . Virtualization component

Project 2 @{:3/ 7/ 1:17) RoT SW

Project 3 4 weeks 17 (H:9/ Vi:71/1:1) . Boot Control SW (NOT NVIDIA)

Project 4 3 weeks 45 (H:3/ :23/1:19) . OS-like SW
Project5 2 weeks 26 (H:13/1/:11/ L:2) . System Control SW (NOT NVIDIA)
Project 6 i :9/1.:2) . Resource Management FW / SW

Timeframe Total bugs SPARK only? | % of Mem Safety | Type

Project 1 Focused of HW modeling — Out Of Scope
Project 2 6 weeks 10 (H:4/ :4/1:2) No OS-like SW

Project 3 :9 / :6/1:13) No : RoT + Resource

(Hybrid) Management SW
Project 4 3-4 weeks 5H:2/ :2/1:1) Yes BootSW



ADACORE/SPARK VS C/C++/...

¢ Conclusions (based on averaged data and SPARK language):

R

% Formally verified software can be free from memory safety problems*

R

% Formally verified software has much higher quality because SPARK enforces:
¢ Secure (and strict) coding practices

%  Strong typing

¢  Correct init*, data dependencies, coding violation, etc

%  You can't just sit and code (like in C/C++)... you are forced to “design” it upfront

» SPARK may prove that dynamic checks cannot fail:

L)

% Absence of Run-Time Errors (AoRTE) — depends on levels of assurance (Silver+)

4

*+ Enables more efficient offensive security efforts

X/

%  Absence of “dummy” coding bugs

%  Unverified / unprovable access is clearly marked:

< “Unchecked_Conversion” /“SPARK Mode => Off’

s  Pre/Post-Conditions, Ghost code, etc — clearly defines the expected state

>

»*  Most of the bugs which we saw requires deep knowledge and understanding of the

software (more “deep” bugs, architecture problems, design bugs, etc): A

¢  OBSR review of projects in memory unsafe languages —~40-50 bugs in 4 weeks

J

¢ OBSR review of projects in SPARK — ~5-10 bugs in 6 weeks — better “quality” of bugs :)
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s Problem with Signature Verification
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*+ Problem with Signature Verification

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

D Block;
Hash_Inde
Qem_Fp

Errar

begin
Do_some_verification (..
Err_Code==Err_Code);
Cperation_Done:
for Unused_Loop_“arinl .. 1 loop

if werify_Config. Get_Auth= Config, AUTH_RS&then

} Verify_signature

end if;

hWlark _operation_as_donel..

Err_Code==* Err_Cade);

end*erify_Public_Key,
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*+ Problem with Signature Verification

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

D Block;
Hash_Inde
Qem_Fp

Errar

begin
Do_some_verification (..
Err_Code==Err_Code);
Cperation_Done:
for Unused_Loop_“arinl .. 1 loop

if Werify_Con EAuthy Config, AUTH RSAthen

Verify_signature

end if;

hWlark _operation_as_donel..

Err_Code==* Err_Cade);

end*erify_Public_Key,
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function Get_Auth return Auth_Algorithm is

hegin

[ R O Y

return s Auth_Algorithm do

I

CTRL_REG_AUTH_AlLGO_DISABLED ==
JITH_MOME;
') CTRL_REG_AUTH_ALGO RS

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

=] O n

r D Block;

Hash_In

Cem_Fp

e
= O

Errar ' Boo } 12 end return;

begin 14 end Get_Auth;
Do_some_verification [...
Err_Code==Err_Code);
Operation_Done:

for Unused_Loop_“arinl .. 1 loop

Config, &
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function Get_Auth return Auth_Algorithm is

% Problem with Signature Verification

hegin

[ R O Y

return Res

I

W]

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

-l

Digest

Gaolden

W Block;

end ret

end Get_Auth;
sorme_verification (..,
Err_Code==Err_Code);
Operation_Daone:

for Unused_Loop_“arinl .. 1 loop

end if;
end loop Operation_Done;

hAark

Err_Code==* Err_Cade);

end“erify_Public_Key,
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function Get_Auth return Auth_Algorithm is

Problem with Signature Verification

hegin

[ LV R

return Res

I

W]

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

=l

Digest

Gaolden

W Block;

some_verification (..,
Err_Code==Err_Code);
Operation_Done:

for Unused_Loop_“arinl .. 1 loop

end if;
end loop Operation_Done;

hAark

Err_Code==* Err_Cade);

end“erify_Public_Key,
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function Get_Auth return Auth_Algorithm is

Problem with Signature Verification

hegin

[ LV R

return Res

I

W]

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

=l

Digest

Gaolden

W Block;

some_verification (..,
Err_Code==Err_Code);
Operation_Done:

for Unused_Loop_“arinl .. 1 loop

end if;
end loop Operation_Done;

hAark

Err_Code==* Err_Cade);

end“erify_Public_Key,
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function Get_Auth return Auth_Algorithm is

Problem with Signature Verification

hegin

[ LV R

return Res

I

W]

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

=l

Digest

Gaolden

W Block;

some_verification (..,
Err_Code==Err_Code);
Operation_Done:

for Unused_Loop_“arinl .. 1 loop

end if;
end loop Operation_Done;

hAark

Err_Code==* Err_Cade);

end“erify_Public_Key,
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function Get_Auth return Auth_Algorithm is

Problem with Signature Verification

hegin

[ LV R

return Res

I

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

W]

Digest
Gaolden

W Block;

some_verification (..,
Err_Code==»Err_j
Operation_Done:

for Unused_Loop_Warinl .. 1lg

end if;
end loop Operation_Done;

hlark

Err_Code==* Err_Cade);

end*erify_Public_Key, 61
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function Get_Auth return Auth_Algorithm is

Problem with Signature Verification

hegin

[ LV R

return Res

I

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

W]

Digest
Gaolden

W Block;

some_verification (..,
Err_Code==»Err_j
Operation_Done:

for Unused_Loop_Warinl .. 1lg

end if;
end loop Operation_Done;

hlark

Err_Code==* Err_Cade);

end*erify_Public_Key, 62
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2 Pr Ob]. em Wlth Sl g_n ature Verlfl o a.tl on ’Lr_u_l_ru:i:’rci on Get_Auth return Auth_Algorithm is
negin
return Result ; Auth_Algorithm do
_CTRLAuth_Algois
CPU_CTRL_REG_AUTH_ALGO_DISABLED ==
TH_MOME;

procedureWerify_Public_Key (Err_ Code: inout Errar_Codes)is

Digest : Sha_Digest;
Golden

()=

Hash_Inde

Cem_Fp en0 Case,

Errar  Boolean; end return;

begin end Get_Auth;

Do_some_verification (..
Err_Code==»Err_j

Operation_Done:

for Unused_Loop_%arinl .. 1 lgpf

#define NV_CPU_CTRL_REG_AUTH_ALGO

Out of 8 states only 1 enforces signature
verification and 7 states are handled as no
verification:

 Prover didn’t catch that
Wiark_operation._as. done(.. « It’'s alogical error

Err_Code==* Err_Cade);

end*erify_Public_Key, 63
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s Problem with the compiler weakening FI protection
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s Problem with the compiler weakening FI protection

During code review, we observed redundant
constant time loops to check equality for FI
countermeasure robustness.

Additionally, we saw that the Hamming distance
between pass and not pass states, was shortened
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s Problem with the compiler weakening FI protection

During code review, we observed redundant
constant time loops to check equality for FI
countermeasure robustness.

Additionally,we saw that the Hamming distance
between pass and not pass states, was shortened
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s Problem with the compiler weakening FI protection

During code review, we observed redundant
constant time loops to check equality for FI
countermeasure robustness.

Additionally,we saw that the Hamming distance
between pass and not pass states, was shortened

Constant-time
Check of equality
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< Problemwith the compiler weakening FI protection

During code review, we observed redundant
constant time loops to check equality for FI
countermeasure robustness.

Additionally,we saw that the Hamming disiance
between pass and not pass states, was shortened

Single point of Constant-time
weakness (ab) Check of equality
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< Problemwith the compiler weakening FI protection

During code review, we observed redundant
constant time loops to check equality for FI
countermeasure robustness.

Additionally,we saw that the Hamming disiance
between pass and not pass states, was shortened

Single point of Constant-time
weakness (ab) Check of equality

Devs implemented critical function(s) in a way
to be protected from FI (necessary for this
product). Although, compiler optimized the
code and inlined some of the functions
weakening the protection.

 Compiler problem
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% Auto-init, AoRTE and design problem (mix of problems)
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Err_Code = [MNWVALID IMAGE;

goto Exit;
end if;

a == Buffer,
Bytes (Header_Data.Total_Size),

SPARK can't prove correctness of metadata coming from

untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions based on what was verified
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Err_Code = MNWVALID_ IMRGE;

goto Exit;

end if;

SPARK can't prove correctress of metadata coming from

untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions based on what was verified
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Err_Code = MNWVALID_ IMRGE;

goto Exit;

end if;

SPARK can't prove correctress of metadata coming from
untrusted source (E.g., external memory):
 However, developer can manually add verificationand

write contracts / conditions based on what was verified
e Verified:

Maximum size of external media

Maximum ssize of local buffer

Minimum size

Some other important size related check (not shown)
Anything betweenXandY passes the check

13
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Err_Code = MNWVALID_ IMRGE;

goto Exit;

end if;

SPARK can't prove correctress of metadata coming from
untrusted source (E.g., external memory):
 However, developer can manually add verificationand

write contracts / conditions based on what was verified
e Verified:

Maximum size of external media

Maximum ssize of local buffer

Minimumsize Let'ssay38

Some other importaat size velated check (not shown)
Anything between Xand Y passes the check

14
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Image includes
Header of 512
bytesin size

Err_Code = MNWVALID_ IMRGE;

goto Exit;

end if;

SPARK can't prove correctress of metadata coming from
untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions based on what was verified
* Verified:
* Maximumsize of external media
* Maximumsize of local bu:fer
»  Minimumsize Let'ssay8
* Some other importaat size zelated check (not shown)
* Anythingbetween Xand Y passes the check
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Image includes
Header of 512
bytesin size

Err_Code = MNWVALID_ IMRGE;

SPARK
enforces init*.
Zero uninit
part of

the buffer

goto Exit;

end if;

SPARK can't prove correctress of metadata coming from
untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions based on what was verified
* Verified:
* Maximumsize of external media
* Maximumsize of local bu:fer
»  Minimumsize Let'ssay8
* Some other importaat size zelated check (not shown)
 Anythingbetween Xand Y passes the check
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ms)

1601 ckion_Id;

»out ERROR_TYPE)

Image includes
Header of 512
bytesin size

begin
Err_Code := SUCCESS;

rified
tion_|d)=SIGMNATURE_WERIFIED arelse Id =0

Frr-cades SPARK 16 zoto Exit_Point;
et enforces init*. e
endf; Zero uninit
Read_External_| ata == BNffer, part of RSA_Verify(
' \ the buffer Err_Code =>Er_Code);
SPARK can't prove correctress of metadata coming from , Section_Map (5ection_ld) = SIGMATURE_VERIFIED;

untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions base'd on what was verified

* Verified:
* Maximumsize of external media
* Maximumsize of local bu:fer
«  Minimumsize Let'ssay8
* Some other importaat size zelated check (not shown)
 Anythingbetween Xand Y passes the check

end if;
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ms)

1601 ckion_Id;

»out ERROR_TYPE)

Image includes
Header of 512
bytesin size

'E_ERIFIED orelse Id =0

Err_Code =
goto Exit; SPARK
S enforces init*. end
et Zero uninit |
Read_External_| ata == B\ffer, part of RSA_Verify (
' \ the buffer Err_Code =3 Err_Code);
SPARK can't prove correctress of metadata coming from . Section_Map (Section_Id) = SIGNATURE_VERIFIED;

untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions base'd on what was verified

* Verified:
* Maximumsize of external media
* Maximumsize of local bu:fer
«  Minimumsize Let'ssay8
* Some other importaat size zelated check (not shown)
 Anythingbetween Xand Y passes the check

end if;
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ms)

1601

Image includes
Header of 512
bytesin size

URE_VERIFIED orelsg

Err_Code =
goto Exit; SPARK
S enforcesinit®, endif
end i Zero uninit |
Read_External_| ata == B\ffer, part of RSA_Verify (
' \ the buffer Err_Code =3>Err_Code);
SPARK can't prove correctress of metadata coming from , Section_Map (5ection_ld) = SIGMATURE_VERIFIED;

untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions base'd on what was verified

* Verified:
* Maximumsize of external media
* Maximumsize of local bu:fer
«  Minimumsize Let'ssay8
* Some other importaat size zelated check (not shown)
 Anythingbetween Xand Y passes the check

end if;
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ms)

1601

Image includes
Header of 512
bytesin size

URE_VERIFIED orelsg

Err_Code =
goto Exit; SPARK
S enforcesinit®, endif
endif Zero uninit | /
Read_External_| ata == B\ffer, part of RSA_Verify (
' \ the buffer Err_Code =3>Err_Code);
SPARK can't prove correctr.ess of metadata coming from , Section_Map (5ection_ld) = SIGMATURE_VERIFIED;

untrusted source (E.g., external memory):
 However, developer can manually add verificationand
write contracts / conditions base'd on what was verified

* Verified:
* Maximumsize of external media
* Maximumsize of local bu:fer
«  Minimumsize Let'ssay8
* Some other importaat size zelated check (not shown)
 Anythingbetween Xand Y passes the check

end if;
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% Lackof memory isolation between U and S mode (RISC-V)
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Lack of memory isolation between U and S mode (RISC-V)

Cfo.Access Type:=15_Read=> 1G#1#,

5 Write == 1680#,

5 Exec=» 1GH1#,

U _Read=x 16#1#,

U Write == 1&6H#0#,

U _Exec=x 16#1#);
Cfe.Start_Offset:=REGION_START;
Cfg.Region_Rng:=REGION_SIZE;

1968

L]

5
a7
=
0l

=]

|
=

SPARK doesn’t know the context:
e Prover didn’t catch that
» It’'s alogical error
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Lack of memory isolation between U and S mode (RISC-V)

Cfo.Access Type:=15_Read=> 1G#1#,
5_Write == 16&#0#,
5 Exec=» 1GH1#,
U _Read=x 16#1#,

U Write == 1&6H#0#,

U _Exec=x 16#1#);
Cfe.Start_Offset:=REGION_START;
Cfg.Region_Rng:=REGION_SIZE;

SPARK doesn’t know the context:
e Prover didn’t catch that
» It’'s alogical error

* it’s possible to “build” such knowledge via Ghost code but it’s difficult and
very expensive (imodel entire HW behavior, registers meaning, etc.)
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SPARK doesn’t know the context:

g 2

5 Write == 1680#,

5 Exec=» 1GH1#,

U _Read=x 16#1#,

U Write == 1&6H#0#,

U _Exec=x 16#1#);
Cfe.Start_Offset:=REGION_START;
Cfg.Region_Rng:=REGION_SIZE;

T

L]

5
a7
=
0l

=]

|
=

Prover didn’t catch that
It’s a logical error

Cfo.Access Type:=15_Read=> 1G#1#,

s Lackof memory isolation between U and S mode (RISC-V)

procedure Initialize_Execution_Environment(...)
is
procedure Cpu_Reg Wred is new Cpu.wWred [Generic_Reg

begin

Allow_ 5 hode_To_Flush_ D Cache

CPL Fence;

CPLU, Clea\ Mappings;
Allow L1 CaXing,

endlnitialize_PwgolNon Environment;

D-cacheis invalidated, and lower-privileged
mode has an ability to self-manage Caches
— it leaves the door open for side-channel attacks

it’s possible to *“build” such knowledge via Ghost code but it’s difficult and
very expensive (imodel entire HW behavior, registers meaning, etc.)
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+ Shared memory problem in isolation partitions (RISC-V)
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Shared memory problem in isolation partitions (RISC-V)

https://voutu.be/17i1kiHvWNI
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Shared memory problem in isolation partitions (RISC-V)

https://voutu.be/17i1kiHvWNI
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Shared memory problem in isolation partitions (RISC-V)

.text section — Read Only
.data / .bss/ ....— Read/Write

https://voutu.be/17i1kiHvWNI
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EXAMPLES OF REAL-WORLD BUGS

*» Shared memory problem in isolation partitions (RISC-V)

.text section — Read Only
.data / .bss/ ....— Read/Write

L J
I

Mightinclude:

* Globalstate

* Initialization data - Especially in

* Control flow data non-SPARK code
 Pointers

* More...

BootROM Hardware

https://voutu.be/17i1kiHvWNI
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EXAMPLES OF REAL-WORLD BUGS

*» Shared memory problem in isolation partitions (RISC-V)

.text section — Read Only
.data / .bss/ ....— Read/Write

L J
I

Mightinclude:

* Globalstate

Initialization data - Especially in
Control flow data non-SPARK code
Pointers

More...

BootROM Hardware SPARK doesn’t know the context:

: * Prover won't catch that
- - ’ 0
R L D e - It’s a context-related logical error
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SUMMARY

The use of Type Safety languages and Formal Verification minimizes the attack
surfaces not only for memory corruption issues, but it is not a silver bullet

Formally verified software has much higher quality thanks to
SPARK enforcements

SPARK may prove that dynamic checks cannot fail (AoRTE)

/

 Depends on the levels of assurance (Silver+)
Enables more efficient offensive security efforts

Most of the bugs which we saw requires deep knowledge and understanding
not only the software but also hardware (more “deep” bugs, architecture
problems, design bugs, etc):

¢  OBSR review of projects in memory unsafe languages — ~40-50 bugs in 4 weeks

X/

*  OBSR review of projects in SPARK — ~5-10 bugs in 6 weeks — better “quality” of bugs :)94



Q&A

e/

Correct

) — ‘,0/0\04_.

-

Private contact: ‘ Private contact:

http://pi3.com.pl
pi3@pi3.com.pl
Twitter: @Adam_pi3

alex.tereshkin@gmail.com
Twitter: @AlexTereshkin

Adam ° *» Zabrocki Alex Tereshkin
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