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• Phrack author

• Bughunter (Hyper-V, KVM, RISC-V ISA,

Intel, kernels, OpenSSH, Apache,more) – CVEs

• Creator and a developer of Linux Kernel 

Runtime Guard (LKRG)

• Speaker at BlackHat, DEF CON, BSides, Open-

Source Tech and more

• The Pwnie Awards nominee

Private contact:

http://pi3.com.pl

pi3@pi3.com.pl

Twitter: @Adam_pi3

Alex Tereshkin:

Private contact:

alex.tereshkin@gmail.com

Twitter: @AlexTereshkin

• BlackHat, DEF CON speaker/trainer

• Reverse engineer

• UEFI security researcher

• ex-Invisible Things Lab researcher

http://pi3.com.pl/
mailto:pi3@pi3.com.pl
https://twitter.com/Adam_pi3
mailto:alex.tereshkin@gmail.com​
https://twitter.com/alextereshkin


OFFENSIVE SECURITY RESEARCH

• Adam ‘pi3’ Zabrocki (GPU SW) – leading

• Alex Tereshkin (Product Security)

• Jared Candelaria (GPU SW)

Developer (Xbox One firmware, Hyper-V), Bughunter

(WSL, Hyper-V, Stratix FPGA, Intel x86 Microcode + iGPU)

• Max Bazalii (Automotive)

Reverse engineer since 2006, embedded security 

researcher since 2014. Apple iOS/tvOS jailbreak author, 

first public jailbreak for Apple WatchOS

• Nikola Livic (Product Security)

Reversing, malware and vuln analysis

and exploit dev since 2008
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❖ A term used by security engineers to describe a state of being protected from various bugs 

related to memory access

❖ “Memory Safety” bugs include:

❖ Buffer Overflow (Memory Overflow) including stack, heap, global, etc.

❖ Out-of-bound read and/or write

❖ Invalid Page Faults (including NULL pointer deref)

❖ Use-After-Free, Use-After-Return, Use-After-Scope, etc.

❖ Use of Uninit memory (including “wild pointers”)

❖ Memory leaks like stack/heap exhaustion, invalid free, etc.

❖ “Memory Safety” does NOT include:

❖ Integer overflow/underflow

❖ Arithmetic overflow/underflow

❖ Logical bugs

❖ Error handling

❖ Race conditions*

❖ Etc.

However, they often result in  
“Memory Safety” bugs

(but not always)
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MEMORY SAFETY PROBLEM
❖ Why ”Memory Safety” ?

❖ Memory safety errors are today's biggest attack surface for attackers

❖ "memory-unsafe" programming languages (like C/C++) are used to develop a 

core of the execution environment (e.g., Windows or Linux ecosystem)

❖ allow developers fine-grained control of the memory addresses where their code can be 

executed.

❖ Memory safety bugs are very well researched…

❖ “Professional exploiters” developed exploitation frameworks targeting specific software stack

❖ Many researchers focused on automation for memory safety bug detection 

without deep study of the target:

❖ Example of that could be various code-coverage driven fuzzers
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❖ In 2002, Bill Gates launched Microsoft’s “Trustworthy Computing” initiative:

"...had been under fire from some of its larger customers–government agencies, financial companies 

and others–about the security problems in Windows, issues that were being brought front and center 

by a series of self-replicating worms and embarrassing attacks."

❖ Focused on Security, Privacy, Reliability, and Business Integrity:

❖ Developed Security Development Lifecycle (SDLC)

❖ Created MSRC

❖ Adopted constant fuzzing, bughunting, exploit research, etc.

❖ In 2019, Microsoft analyzed the last 12 years of all reported security cases…
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MEMORY SAFETY PROBLEM
❖ Microsoft case:

https://github.com/microsoft/MSRC-Security-
Research/blob/master/presentations/2019_02_BlueHatIL/2019_01%20-%20BlueHatIL%20-

%20Trends%2C%20challenge%2C%20and%20shifts%20in%20software%20vulnerability%20mitigation.pdf
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MEMORY SAFETY PROBLEM
❖ Google Chrome case:

❖ Design with Security in Mind

❖ High code quality

❖ Constant fuzzing since 2015(!):

❖ By OSS-FUZZ platform:

❖ Fuzzers: AFL, libFuzzer + tons of custom fuzzers

❖ They use Google Cloud platform for fuzzing (essentially, unlimited computer power)

❖ Google Chrome team itself have dedicated Chrome Security team

❖ In 2020, Chrome team analyzed 912 security bugs (since 2015) with “high” and 

“critical” severity rating…
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MEMORY SAFETY PROBLEM
❖ Google Chrome case:

https://www.chromium.org/Home/chromium-security/memory-safety/

https://www.chromium.org/Home/chromium-security/memory-safety/
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MEMORY SAFETY PROBLEM
❖ Google Chrome case:

• Roughly 70% of all serious security bugs are
"Memory Safety" bugs

• Half of that 70% are use-after-free vulnerabilities

• Chromium's security architecture has always been designed
to assume that these bugs exist, and code is sandboxed to
stop them taking over the host machine

“(…) But we are reaching the limits of sandboxing and site 
isolation.”

https://www.chromium.org/Home/chromium-security/memory-safety/

https://www.chromium.org/Home/chromium-security/memory-safety/
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MEMORY SAFETY PROBLEM
❖ Large study of vulnerability trends in OSS software over a decade 

performed by Technical University of Darmstadt (Germany), Continental 

AG and Intel Labs summarizes it as:

“(…) we find no clear evidence that the vulnerability rate of widely used 

software decreases over time: Even in popular and “stable” releases, the 

fixing of bugs does not seem to reduce the rate of newly identified 

vulnerabilities.”

https://fileserver.tk.informatik.tu-armstadt.de/Publications/2020/alexopoulos2020TOPS.pdf

https://fileserver.tk.informatik.tu/
https://fileserver.tk.informatik.tu-armstadt.de/Publications/2020/alexopoulos2020TOPS.pdf
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MEMORY SAFETY PROBLEM

Formal verification techniques can prove the absence 

of memory safety and undefined behavior
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❖ Programming language + set of analysis tools
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❖ Statically provable

❖ Proves that dynamic checks cannot fail

❖ Absence of Run-Time Errors

❖ Formal verification (Proofs)

❖ Memory safe language (like RUST)

❖ Very strong typing system (much stronger than RUST)

❖ No arithmetic overflows, integer overflows, etc.

❖ Traditionally used in industries such as:

❖ Avionics, Railways, Defense, Auto, IoT

❖ SPARK is safety certified
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❖ Programming language + set of analysis tools

❖ The strength is in the analysis tools…

❖ GNATProve, GNATStack, 

GNATTest, GNATEmulator

❖ Statically provable

❖ Proves that dynamic checks cannot fail

❖ Absence of Run-Time Errors

❖ Formal verification (Proofs)

❖ Memory safe language (like RUST)

❖ Very strong typing system (much stronger than RUST)

❖ No arithmetic overflows, integer overflows, etc.

❖ Traditionally used in industries such as:

❖ Avionics, Railways, Defense, Auto, IoT

❖ SPARK is safety certified

• You can compile buggy code – problems are 

detected by the tools and developers might not run 

them at all

• Tools are orthogonal and detect different classes of 

problems – to be fully protected you must run all of 

them
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ADACORE/SPARK - EVALUATION

SPARK relatively recently (~2019) 

introduced a concept of pointers 

using a concept similar to Rust's 

borrow checking:

https://blog.adacore.com/pointer-

based-data-structures-in-spark

https://blog.adacore.com/pointer-based-data-structures-in-spark
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ADACORE/SPARK - EVALUATION

❖ Recap:

❖ You can compile buggy code – problems are detected by the tools and 

developers might not run them at all

❖ Tools are orthogonal and detect different classes of problems – to be fully 

protected you must run all of them

❖ Most of the potential security issues might be:

❖ In the design

❖ Logical errors

❖ Bugs can be introduced by the compiler itself as well
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ADACORE/SPARK VS C/C++/…
❖ How to compare          to           not to          ? 

❖ Raw data:

❖ Memory unsafe language:

❖ SPARK:

Timeframe Total bugs SPARK only? % of Mem Safety Type

Project 1 Focused of HW modeling – Out Of Scope

Project 2 6 weeks 10 (H:4 / M:4 / L:2) No 0% OS-like SW

Project 3

(Hybrid)

5 weeks 28 (H:9 / M:6 / L:13) No 7.1% RoT + Resource 

Management SW

Project 4 3-4 weeks 5 (H:2 / M:2 / L:1) Yes 0% Boot SW

Timeframe Total bugs % of Mem Safety Type

Project 1 5 weeks 37 (H:15 / M:8 / L:14) 66.7% Virtualization component

Project 2 4 weeks 27 (H:3 / M:7 / L:17) 44% RoT SW

Project 3 4 weeks 17 (H:9 / M:7 / L:1) 64.7% Boot Control SW (NOT NVIDIA)

Project 4 3 weeks 45 (H:3 / M:23 / L:19) 52.2% OS-like SW

Project 5 2 weeks 26 (H:13 / M:11 / L:2) 26.9% System Control SW (NOT NVIDIA)

Project 6 < 2 weeks 13 (H:2 / M:9 / L:2) 57.1% Resource Management FW / SW
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❖ Raw data:

❖ Memory unsafe language:

❖ SPARK:

Timeframe Total bugs SPARK only? % of Mem Safety Type

Project 1 Focused of HW modeling – Out Of Scope

Project 2 6 weeks 10 (H:4 / M:4 / L:2) No 0% OS-like SW

Project 3

(Hybrid)

5 weeks 28 (H:9 / M:6 / L:13) No 7.1% RoT + Resource 

Management SW

Project 4 3-4 weeks 5 (H:2 / M:2 / L:1) Yes 0% Boot SW

Timeframe Total bugs % of Mem Safety Type

Project 1 5 weeks 37 (H:15 / M:8 / L:14) 66.7% Virtualization component

Project 2 4 weeks 27 (H:3 / M:7 / L:17) 44% RoT SW

Project 3 4 weeks 17 (H:9 / M:7 / L:1) 64.7% Boot Control SW (NOT NVIDIA)

Project 4 3 weeks 45 (H:3 / M:23 / L:19) 52.2% OS-like SW

Project 5 2 weeks 26 (H:13 / M:11 / L:2) 26.9% System Control SW (NOT NVIDIA)

Project 6 < 2 weeks 13 (H:2 / M:9 / L:2) 57.1% Resource Management FW / SW
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ADACORE/SPARK VS C/C++/…
❖ How to compare          to           not to          ? 

❖ Raw data:

❖ Memory unsafe language:

❖ SPARK:

Timeframe Total bugs SPARK only? % of Mem Safety Type

Project 1 Focused of HW modeling – Out Of Scope

Project 2 6 weeks 10 (H:4 / M:4 / L:2) No 0% OS-like SW

Project 3

(Hybrid)

5 weeks 28 (H:9 / M:6 / L:13) No 7.1% RoT + Resource 

Management SW

Project 4 3-4 weeks 5 (H:2 / M:2 / L:1) Yes 0% Boot SW
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ADACORE/SPARK VS C/C++/…
❖ Conclusions (based on averaged data and SPARK language):

❖ Formally verified software can be free from memory safety problems*

❖ Formally verified software has much higher quality because SPARK enforces:

❖ Secure (and strict) coding practices

❖ Strong typing

❖ Correct init*, data dependencies, coding violation, etc

❖ You can’t just sit and code (like in C/C++)… you are forced to “design” it upfront

❖ SPARK may prove that dynamic checks cannot fail:

❖ Absence of Run-Time Errors (AoRTE) – depends on levels of assurance (Silver+)

❖ Enables more efficient offensive security efforts

❖ Absence of “dummy” coding bugs

❖ Unverified / unprovable access is clearly marked:

❖ “Unchecked_Conversion” / “SPARK_Mode => Off”

❖ Pre/Post-Conditions, Ghost code, etc – clearly defines the expected state

❖ Most of the bugs which we saw requires deep knowledge and understanding of the 

software (more “deep” bugs, architecture problems, design bugs, etc):

❖ OSR review of projects in memory unsafe languages – ~40-50 bugs in 4 weeks

❖ OSR review of projects in SPARK – ~5-10 bugs in 6 weeks – better “quality” of bugs :)
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❖ Problem with Signature Verification
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❖ Problem with Signature Verification

3 bits == 8 states

6 states gets

AUTH_UNKNOWN

Out of 8 states only 1 enforces signature 

verification and 7 states are handled as no 

verification:

• Prover didn’t catch that

• It’s a logical error

Verify_signature

EXAMPLES OF REAL-WORLD BUGS
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❖ Problem with the compiler weakening FI protection
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❖ Problem with the compiler weakening FI protection

During code review, we observed redundant

constant time loops to check equality for FI 

countermeasure robustness.

Additionally, we saw that the Hamming distance

between pass and not pass states, was shortened
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❖ Problem with the compiler weakening FI protection

During code review, we observed redundant

constant time loops to check equality for FI 

countermeasure robustness.

Additionally, we saw that the Hamming distance

between pass and not pass states, was shortened

Constant-time

Check of equality

Single point of 

weakness (a5)

Devs implemented critical function(s) in a way 

to be protected from FI (necessary for this 

product). Although, compiler optimized the 

code and inlined some of the functions 

weakening the protection.

• Compiler problem

EXAMPLES OF REAL-WORLD BUGS
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❖ Auto-init, AoRTE and design problem (mix of problems)
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❖ Auto-init, AoRTE and design problem (mix of problems)

SPARK can't prove correctness of metadata coming from 

untrusted source (E.g., external memory):
• However, developer can manually add verification and 

write contracts / conditions based on what was verified

EXAMPLES OF REAL-WORLD BUGS



72

❖ Auto-init, AoRTE and design problem (mix of problems)

SPARK can't prove correctness of metadata coming from 

untrusted source (E.g., external memory):
• However, developer can manually add verification and 

write contracts / conditions based on what was verified

EXAMPLES OF REAL-WORLD BUGS



73

❖ Auto-init, AoRTE and design problem (mix of problems)

SPARK can't prove correctness of metadata coming from 

untrusted source (E.g., external memory):
• However, developer can manually add verification and 

write contracts / conditions based on what was verified

• Verified:

• Maximum size of external media

• Maximum size of local buffer

• Minimum size

• Some other important size related check (not shown)

• Anything between X and Y passes the check
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❖ Auto-init, AoRTE and design problem (mix of problems)

SPARK can't prove correctness of metadata coming from 

untrusted source (E.g., external memory):
• However, developer can manually add verification and 

write contracts / conditions based on what was verified

• Verified:

• Maximum size of external media

• Maximum size of local buffer

• Minimum size

• Some other important size related check (not shown)

• Anything between X and Y passes the check

Let's say 8
Never goes outside

media size
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SPARK can't prove correctness of metadata coming from 

untrusted source (E.g., external memory):
• However, developer can manually add verification and 

write contracts / conditions based on what was verified

• Verified:

• Maximum size of external media

• Maximum size of local buffer
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• Anything between X and Y passes the check

Let's say 8
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media size

Image includes

Header of 512 

bytes in size
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❖ Auto-init, AoRTE and design problem (mix of problems)

SPARK can't prove correctness of metadata coming from 

untrusted source (E.g., external memory):
• However, developer can manually add verification and 

write contracts / conditions based on what was verified

• Verified:

• Maximum size of external media

• Maximum size of local buffer

• Minimum size

• Some other important size related check (not shown)

• Anything between X and Y passes the check

Let's say 8
Never goes outside

media size

Image includes

Header of 512 

bytes in size

SPARK 

enforces init*. 

Zero uninit

part of 

the buffer

Skipped
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❖ Lack of memory isolation between U and S mode (RISC-V)
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❖ Lack of memory isolation between U and S mode (RISC-V)

SPARK doesn’t know the context:

• Prover didn’t catch that

• It’s a logical error
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❖ Lack of memory isolation between U and S mode (RISC-V)

SPARK doesn’t know the context:

• Prover didn’t catch that

• It’s a logical error

• it’s possible to “build” such knowledge via Ghost code but it’s difficult and 

very expensive (model entire HW behavior, registers meaning, etc.)
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❖ Lack of memory isolation between U and S mode (RISC-V)

SPARK doesn’t know the context:

• Prover didn’t catch that

• It’s a logical error

• it’s possible to “build” such knowledge via Ghost code but it’s difficult and 

very expensive (model entire HW behavior, registers meaning, etc.)

D-cache is NOT invalidated, and lower-privileged 

mode has an ability to self-manage Caches

– it leaves the door open for side-channel attacks
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❖ Shared memory problem in isolation partitions (RISC-V)
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❖ Shared memory problem in isolation partitions (RISC-V)

https://youtu.be/l7i1kfHvWNI
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❖ Shared memory problem in isolation partitions (RISC-V)

https://youtu.be/l7i1kfHvWNI

Shared libraries
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❖ Shared memory problem in isolation partitions (RISC-V)

https://youtu.be/l7i1kfHvWNI

Shared libraries

.text section – Read Only

.data / .bss / …. – Read/Write
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❖ Shared memory problem in isolation partitions (RISC-V)

https://youtu.be/l7i1kfHvWNI

Shared libraries

.text section – Read Only

.data / .bss / …. – Read/Write

Might include:

• Global state

• Initialization data

• Control flow data

• Pointers

• More...

Especially in

non-SPARK code
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❖ Shared memory problem in isolation partitions (RISC-V)

https://youtu.be/l7i1kfHvWNI

Shared libraries

.text section – Read Only

.data / .bss / …. – Read/Write

Might include:

• Global state

• Initialization data

• Control flow data

• Pointers

• More...

Especially in

non-SPARK code

SPARK doesn’t know the context:

• Prover won't catch that

• It’s a context-related logical error

EXAMPLES OF REAL-WORLD BUGS

https://youtu.be/l7i1kfHvWNI


91

❖ Shared memory problem in isolation partitions (RISC-V)

https://youtu.be/l7i1kfHvWNI

Shared libraries

.text section – Read Only

.data / .bss / …. – Read/Write

Might include:

• Global state

• Initialization data

• Control flow data

• Pointers

• More...

Especially in

non-SPARK code

SPARK doesn’t know the context:

• Prover won't catch that

• It’s a context-related logical error
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❖ Shared memory problem in isolation partitions (RISC-V)

https://youtu.be/l7i1kfHvWNI

Shared libraries

.text section – Read Only

.data / .bss / …. – Read/Write

Might include:

• Global state

• Initialization data

• Control flow data

• Pointers

• More...

Especially in

non-SPARK code

SPARK doesn’t know the context:

• Prover won't catch that

• It’s a context-related logical error

PoC

Insert 

exploit 

video here

;-)
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SUMMARY
❖ The use of Type Safety languages and Formal Verification minimizes the attack 

surfaces not only for memory corruption issues, but it is not a silver bullet

❖ Formally verified software has much higher quality thanks to 

SPARK enforcements

❖ SPARK may prove that dynamic checks cannot fail (AoRTE)

❖ Depends on the levels of assurance (Silver+)

❖ Enables more efficient offensive security efforts

❖ Most of the bugs which we saw requires deep knowledge and understanding 

not only the software but also hardware (more “deep” bugs, architecture 

problems, design bugs,etc):

❖ OSR review of projects in memory unsafe languages – ~40-50 bugs in 4 weeks

❖ OSR review of projects in SPARK – ~5-10 bugs in 6 weeks – better “quality” of bugs :)
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